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Abstract

Cyberbullying is a complex phenomenon with multiple factors involved, both contextual and individual factors,
such as moral disengagement and empathy. This study investigated how moral disengagement and empathy
could be related, longitudinally in cyberbullying events. Specifically, two gamified tasks (one for empathy and
other for moral disengagement) were analyzed. These tasks were developed attending to the specificities of the
cyberbullying scenarios presented in a serious game. To accomplish this goal, data from gamified tasks (N=208),
from 4 different moments, were analyzed through multilevel linear modeling. Results suggested that there was a
change in adolescents' moral disengagement over time. Participants with greater empathy revealed lower moral
disengagement overall. Over time, adolescents with greater empathy revealed lower moral disengagement within
their own growth rate. Overall, our results provide important information about the dynamic relationship between

moral disengagement, empathy and cyberbullying, which informs future studies and interventions.
Keywords Moral disengagement, Cyberbullying, Empathy, Adolescents, Intervention

Introduction

Cyberbullying is a socially dynamic process [1], consider-
ing the overlap of roles in this type of aggressive behavior,
since aggressors and victims are frequently also bystand-
ers [2]. Moreover, despite the fact that an important
role in cyberbullying situations is played by bystanders,
either by joining in or stopping the phenomenon [3, 4],
few interventions have focused on changing bystander
behavior [5]. Thus, interventions to tackle cyberbul-
lying are one of the main challenges to increase proso-
cial behavior online [6, 7], because cyberbullying is one
of the major contributors to poor mental wellbeing [8].
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These interventions have accompanied the technologi-
cal advances, and serious games and gamified tasks have
been incorporated, since they are educational tools that
are effective, motivate students, and are efficient in rais-
ing awareness and changing attitudes of youth in several
areas [9]. Also, Information and Communication Tech-
nologies (ICT) are able to promote emotional, psycholog-
ical and social wellbeing to children and adolescents [10].

The relationship between moral disengagement (MD)
and empathy in the context of bullying has already been
studied by several investigations [11]. However, very few
studies regarding interventions have considered the role
of empathy and MD specifically attending to the online
context, and with respect to cyberbullying [12]. Despite
the innovative view of considering both constructs with
respect to online contexts, to our knowledge there are no
intervention programs focusing on these two constructs,
and there is a need for evidence-based intervention
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strategies [11]. Therefore, in this investigation, the devel-
opment and analysis of two gamified tasks embedded in
a serious game are proposed, specifically aimed at exam-
ining empathy and moral (dis)engagement concerning
cyberbullying incidents.

Bystanders of cyberbullying

In both bullying and cyberbullying, bystanders are pres-
ent, but their relevance is more critical in cyberbully-
ing incidents due to their high number [12, 13]. They
have the power to alter these incidents, not only in their
course but also considering its’ effects [3]. Thus, bystand-
ers may opt to intervene or not, which leads to different
outcomes for those involved [3, 14]. Despite the potential
to alter events, most bystanders remain passive [15], and
low intentions to ask adults for help in these situations
are also observed [16]. Passive bystanding is extremely
important because the lack of intervention may be per-
ceived by cyberbullies as an approval of their behav-
ior [17]. This is why improving prosocial behavior of
bystanders is so important. Additionally, previous experi-
ences as cyberbullies are related to bystanders’ reinforc-
ing behavior [18], whereas being a victim of bullying or
cyberbullying was a positive predictor of helping the vic-
tim [4].

The bystander effect [19] has been one the most domi-
nant paradigms to explain this bystander inaction [22],
however, the Social Cognitive Theory (SCT) [20] may
prove to be more useful, as it captures the complexity
and contextualization needed in explaining cyberbully-
ing dynamics [3]. For instance, bystanders who witness
online aggression, with time may come to believe that
it is normal and acceptable [21]. However, there may
be a desensitization effect in terms of the decrease in
empathic responsiveness towards victims, but not related
to pro-cyberbullying attitudes [22]. Nonetheless, studies
focusing on interventions have shown that bystanders’
empathy can be fostered, for example, through serious
games [7].

Serious games in cyberbullying

Serious games are considered an important educational
tool for changing attitudes and raising awareness to dif-
ferent subjects, as they are effective and motivational for
users [9]. Several serious games have already been cre-
ated to intervene in bullying and/or cyberbullying, and
they differ from each other, regarding features, objec-
tives, and the targeted player age. A brief description of
some games will be presented below, from the oldest to
the more recent.

For example, the Cyberhero Mobile Safety Program
was designed for children between 8 and 12 years of age
and the six videogames included in the program teach
children about digital well-being and citizenship [23].
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Targeting different ages, the Bully Book was designed for
young adults and adults (18—34 years old), and the goal is
to help them practicing how to behave in case of a cyber-
bullying incident in a social network site [24]. Another
resource designed for children is Monité, which was
developed for children between 10 and 12 years of age
to prevent bullying and cyberbullying behavior through
didactic strategies that promote communication and col-
laboration among students, resilience and empathy [25].
For older children, Friendly ATTAC has two objectives,
as it intends to increase positive bystander behavior and
decrease negative bystander behavior among 8th grade
students between 13 and 14 years old [5]. The Coopera-
tive Cybereduca 2.0 is a videogame that takes place in an
intervention, after the program Cyberprogram 2.0. This
intervention aimed to educate adolescents about ade-
quate use of ICT, as well as how to prevent and reduce
bullying and cyberbullying situations [26]. Conectado
was developed with the main goal of raising awareness
of both bullying and cyberbullying in adolescents from
12 to 17 years of age [27]. Another resource is CyberBul-
let, which was developed to prevent online child abuse,
in which the authors include cyberbullying, however
they did not indicate the target age of participants [28].
Finally, NN - Lazarinis aims at augmenting children’s
understanding of online risks, through several situations
that might occur when going online [29].

As can be seen, serious games are an important tool to
address cyberbullying, as they can include factors related
to social environment and group interactions, such as
social pressure [34] and friendship with other bystanders
[19] that have been found to influence bystander behav-
ior. Moreover, individual factors have been largely stud-
ied, first in relation to bullying and later, with respect to
cyberbullying. For example, these factors include empa-
thy [35], and MD [16], since they are present both in
face-to-face and online interpersonal interactions [30].
Thus, considering this, it can be stated that how bystand-
ers react to cyberbullying incidents is influenced by indi-
vidual, contextual and social factors [31]. In our study,
participants were placed as bystanders of cyberbullying,
victims were social agents from the game Com@Viver,
and this game provide participants opportunities to
interact with the different social agents and decide how
to intervene in different situations [7].

Moral disengagement in cyberbullying

As Bandura proposed, “People suffer from the wrongs
done to them regardless of how perpetrators justify their
inhumane actions” [32, p. 101], thus distinguishing right
from wrong is necessary, but not enough for moral con-
duct, because even when actions are justified, they are
not free from negative effects. It is here that MD takes
place. That is, the role of moral standards is to regulate
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action; however, behavior is not regulated in a fixed man-
ner, as several psychological mechanisms function to dis-
engage moral self-sanction from inhumane conduct [32].

MD mechanisms can be related to four different loci:
behavior, agency, outcome and recipient. In the locus
of behavior, Moral Justification refers to immoral con-
duct that is justified as serving social or moral inten-
tions; Euphemistic Labeling, implies that by giving subtle
names, the intention is to decrease the severity of the
harmful behavior, and Advantageous Comparison is
related to a contrast that is made with other behavior
that are considered more wrong and severe. In the locus
of agency, through the Displacement of Responsibility
the perpetrator’s agentic role is minimized in detrimen-
tal conduct, because individuals view their actions as
resulting from others’ orders, and through the Diffusion
of Responsibility individuals tend to divide the responsi-
bility for the behavior among a group. In the outcome of
the behavior, through Distortion of consequences moral
control is faded, since one’s conduct is overlooked, mini-
mized, distorted or disregarded. Lastly, in the locus of the
recipient, Dehumanization of the victims deprives them
of their human qualities, and Attribution of blame to the
victims, allows perpetrators to justify their behaviors
because the victim is considered responsible [32-34].

MD is considered by some authors [21, 35-37] as an
important risk factor for cyberbullying perpetration,
especially from middle school to college education. Spe-
cifically, prior cybervictimization and cyberbystanding
are related to subsequent cyberbullying perpetration, and
it seems that MD is key in this relation, as it allows the
aggression to continue by enabling individuals to justify
their conduct and not feel remorse about their cyberbul-
lying behavior [38]. Thus, it is important to gain a deeper
understanding on how MD manifests in bystanders.

The relevance of MD in cyberbullying needs to be
further investigated, especially regarding its trend of
occurrence. MD may be stronger in the context of cyber-
bullying, than in bullying [39, 40], but some authors argue
that the characteristics of the online environment may
decrease the need to resort to these mechanisms [47].

Research concerning MD with respect to cyberbully-
ing bystanders shows that higher MD attitudes of cogni-
tive restructuring predicted negative bystander behavior,
while lower MD attitudes of blaming the victim predicted
positive bystander behavior [14]. Furthermore, in quali-
tative research several MD mechanisms were found to
hinder aiding the victim, such as blaming the victim and
distortion of consequences [41]. Nonetheless, adolescents
predominantly perceive that cyberbystanders have the
responsibility to morally engage when witnessing cyber-
bullying situations [41]. However, bystanders remain pas-
sive mostly, and this behavior is associated with higher
levels of MD [42]. Specifically, several mechanisms
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have been known to be important in explaining passive
bystander behavior, such as moral justification, diffusion
and displacement of responsibility, distortion of conse-
quences and attribution of blame [4, 43]. Despite this,
bystanders can defend the victim, although the associa-
tion between MD and defending behavior is not clear.
Nonetheless, it is important to highlight that the type of
defending behavior has not been specified [42]. Other
authors found that constructive defending (a more pro-
social type of defending) was negatively associated with
MD, whereas aggressive defending was positively associ-
ated with MD [12, 44]. Moreover, besides defending or
remaining passive, bystanders may reinforce cyberbully-
ing behavior, and this has been positively associated with
MD [42].

With respect to longitudinal studies, the relation-
ship between MD and cyberbullying has been analyzed
by few. A recent systematic review [45] regarding the
relationship between MD and bullying (also including
cyberbullying) longitudinally among children and adoles-
cents, found only four studies that included cyberbully-
ing behavior. Additionally, none of the studies analyzed
have focused on bystanders, but on cyberperpetration
and cybervictimization. Nonetheless, they are important
to understand how MD can be related to perpetrating
the cyberbullying cycle, we will only mention one, as it
included both online empathy and MD regarding vir-
tual contexts. Thus, Marin-Lépez et al. [46] was the first
and only study so far to include the relationship between
online empathy and MD through technology regarding
cyberbullying. The authors indicated that higher cyber-
victimization was related to higher levels of both online
empathy, as well as MD, and higher cyberperpetration
was related to higher levels of MD. This study analyzed
the same two variables as our investigation; however our
focus is on bystanders’ behavior.

Despite the studies mentioned above, none have
focused on the relationship between MD and empathy in
cyberbullying, considering a longitudinal design, where
participants are placed as bystanders of cyberbullying
situations and with objective measures, such as in-task
performance in different scenarios.

Hence, MD mechanisms are important to consider
when designing prevention and intervention programs
[47] to tackle cyberbullying. Thus, concerning MD in
cyberbullying incidents, we propose to answer the fol-
lowing research questions:

(1)Is there change in adolescents” MD regarding
cyberbullying situations over time?
(2)If so, is this a linear change or a more complex trend?
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Empathy in cyberbullying

Empathy is a complex psychological phenomenon of
key importance in social interaction [48], which plays
an important role in moral development [49], including
in emotions, attitudes and behavior [50]. Empathy can
be viewed as both as emotional and a cognitive response
to other people’s situations and refers to the ability to
understand and feel the emotions of others [51]. It is
considered a multidimensional construct, as it includes
affective and cognitive empathy. While affective empathy
refers to the ability to experience other’s emotions, cog-
nitive empathy respects to the ability to understand the
situation, as well as the perspective of others [52].

Although empathy can be considered a relatively stable
trait [59], implying that some persons are more empathic
than others [53], there is also a widespread consensus
that empathy is predetermined by circumstances [54].
Thus, empathy is better conceptualized as something
that is target-related and associated to the complexity
of interactions (i.e., characteristics of the target and the
situation that is occurring), and empathizer-related (i.e.,
traits, experiences and motivations), which are integrated
in a cultural context [55].

Empathy is extremely relevant in cyberbullying situa-
tions, as it has a role in regulating bystanders’ prosocial
behavior online [56], and can be considered a protective
factor [57]. For example, individuals who have higher
empathic concern are more likely to help cyberbullying
victims, whether; individuals with lower levels are more
prone to continue cyberbullying aggressions, or to remain
passive when observing these situations [4]. It has been
argued by other authors [56] that the activation of cogni-
tive empathy tends to increase the likelihood of bystand-
ers to intervene in cyberbullying situations, but the same
does not occur with respect to affective empathy.

Moreover, empathic response from cyberbystand-
ers has been found to vary according to the severity of
the cyberbullying incident, and thus, when empathy is
higher, the likelihood of bystander intervention is also
higher [58]. Additionally, when the cyberbully is very dif-
ferent from the victim, the effect of the incident severity
on the willingness to intervene is greater than when both
are more similar [58]. Moreover, Huang et al. [59] found
that the severity of the cyberbullying situation was asso-
ciated with the intention to intervene. Moreover, feel-
ings of personal responsibility for intervening increased
as the severity also increased, which also increased the
intention to intervene. And finally, on one hand, when
bystanders presented low empathy, they were more prone
to intervene when the incident was more severe. On the
other hand, when bystanders presented high empathy,
they were inclined to intervene independently of the
severity of the situation [59].
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In view of this, empathy is considered an important
construct to be included in programs that aim to increase
bystander intervention [3, 15]. Also, digital games might
be included in these programs, as they are relevant tools
to help foster empathy [6, 9].

This study will consider the emotional and cognitive
components of empathy. On the emotional side, three
components commonly studied will be analyzed. The
first is feeling the same emotion as the other person, the
second is personal distress, which refers to feeling of dis-
tress when someone perceives others’ pain; and third is
feeling compassion (or empathic concern) for another per-
son. On the cognitive side, we have cognitive empathy (or
empathic accuracy) that refers to how well an individual
can perceive and understand the emotions of another
[55].

In previous research [60], we used the perspective of
Baron-Cohen and Wheelwright [61], which combine
both cognitive and affective components, as mentioned
above. However, from a practical perspective (as will be
discussed in the instrument section), we felt the need
to differentiate according to different dimensions of the
emotional empathy, which is not explicit in Baron-Cohen
and Wheelwright’s [61] work.

Relationship between empathy and moral disengagement
in cyberbullying

Empathy has been linked to MD in several studies.
Research on why people offer or omit help when explic-
itly asked for assistance found that both empathy and
personal distress affected MD [62]. That is, the activation
of these mechanisms was prevented by empathy, whereas
it was fostered by personal distress. In cyberbullying the
explicit call for help may not exist, however, empathy and
MD are important in explaining cyberbystanders’ behav-
ior [35, 68]. It is known that cognitive costs, such as effort
and inefficacy can deter empathy [49]. Thus, considering
the above, we argue that combining both empathy and
MD training in cyberbullying interventions, may facilitate
feeling empathy, as participants may become conscious
of the automatic use of MD mechanisms, and understand
that it is important to be more empathic in these situa-
tions and that their intervention matters - which may, in
turn, reduce the feelings of effort and inefficacy.

Some studies consider that the moral component of
active help is of particular importance when design-
ing bullying and cyberbullying interventions [63]. In
particular, it is considered by these authors that active
help includes empathy, as well as the personal respon-
sibility for intervening, which may be related to MD
mechanisms, such as diffusion and displacement of
responsibility. Furthermore, other studies go beyond
this, and found that specific mechanisms of MD medi-
ated the relationship between bullying and empathy.
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Specifically, minimization of responsibility, distortion of
consequences and dehumanization mediated the rela-
tion between bullying perpetration and cognitive empa-
thy, whereas cognitive restructuring and the distortion
of consequences mediated the relation between bullying
perpetration and affective empathy [64].

Considering empathy and MD in online contexts, the
only study to date that examined this relation found
that higher levels of MD were related to higher levels of
online empathy [46]. These results were contradictory to
other studies considering earlier investigation on both
bullying and cyberbullying, as discussed previously. The
same authors also found that higher cybervictimization
was related to higher levels of MD through technology.

Many studies related empathy and MD, however, their
focus has been mainly on bullying and cyberbullying
perpetration [70, 71]. Moreover, few studies have ana-
lyzed the relationship between online empathy and MD
through technology [12]; nonetheless, none have done
this with respect to objective measures [65], as well as
considering a longitudinal design with respect to an
intervention program and concerning bystanders’ inter-
vention. Thus, to fill this gap, we proposed to analyze
MD specifically with respect to cyberbullying scenarios
and empathy in virtual contexts, considering bystand-
ers. Therefore, we propose to answer three more research
questions in the context of cyberbullying situations pre-
sented previously in the game:

3) Is adolescents’ empathy regarding the cyberbullying
scenarios related to their MD?

4) Do adolescents with greater empathy with respect to
the cyberbullying scenarios reveal lower MD overall?

5) Considering the cyberbullying scenarios presented,
are there any differences within and between
individuals in their MD over time related to their
empathy?

Method

Design and procedures

In a previous larger study, a quasi-experimental design
was conducted, with control and experimental groups.
The control group solely responded to questionnaires
over time, without receiving any additional interventions,
while the experimental groups were included in a pro-
gram [2], in which the activities described in this study
were part. In this investigation, the results of the experi-
mental group will be analyzed.

This study presents a longitudinal design, while explor-
ing the relationship between MD and empathy, through
two gamified tasks specifically developed for this study.
After playing 4 sessions (approximately 50 min each)
of the game Com@Viver, which yielded 4 different
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cyberbullying situations, students played 4 sessions of the
gamified tasks. They were allowed to think about their
behavior as a bystander while answering several activi-
ties. These activities were conducted once a week for 4
weeks.

Participants

A total of 208 students (M,,= 13.15, SD=1.21, 54.8%
males), 39% from the 7th grade, 24% from the 8th grade
and 37% from the 9th grade participated in this study.
Considering each school year separately, in the 7th grade
the mean age was 12.34 years old, 51.2% were boys, 90%
of whom were Portuguese, 5% were from African coun-
tries (e.g., Sdo Tomé and Principe, Angola, Cape Verde),
1 student was from Spain and other from Brazil. With
respect to the 8th grade, the mean age was 12.98, 56% of
whom were boys, and 92% were Portuguese, 2 students
were from African countries (e.g., Angola and Mozam-
bique) and 2 other students had dual nationality (Ital-
ian-Brazilian and Portuguese-Spanish). Finally, from the
9th grade, the mean age was 14.14, 57.1% of whom were
boys, 84% were Portuguese, 5% were from African coun-
tries (e.g., Angola, Cape Verde, Guinea, Mozambique),
6.5% were from North America and South America (e.g.,
Brazil and Venezuela) and 2 students were from Eastern
European (e.g., Ukraine and Moldavia).

Resources and instruments

OPT2Bgood program

For this investigation, a program entitled OPT2B good
was implemented, which consists of two related com-
ponents: the serious game Com@Viver and the gami-
fied tasks about the game sessions. In this work, only
the results of the tasks related to empathy and MD will
be analyzed, however, both resources are related to each
other. Thus, the game will be briefly described. In this
investigation, the game Com@Viver is used only for con-
textualization, as it is part of a more extensive anti-cyber-
bullying program designed for adolescents [6] and which
integrates the quasi-experimental study referred above.

Com@Viver serious game

Com@Viver is a multiplayer serious game designed to
study bystanders’ reactions to cyberbullying incidents
and to foster empathy, with the broader objective of pro-
moting prosocial behavior [6]. Com@Viver was designed
as a representation of a Social Networking Site (SNS)
[74], since they are of great importance in youth social-
ization [66]. The SNS is populated by 12 Social Agents
(SA) that represent school students, and they are able to
comment on posts in the feed and on the chat, according
to their roles (i.e., aggressors, victims and bystanders).
The players (i.e., real participants) always have the role of
bystanders [67].
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The player’s goal is to organize a school trip, with a lim-
ited number of participants allowed; therefore, only the 3
most voted groups can go on the trip. Thus, the players’
group is formed by 3 students and the 12 SA formed the
other 4 groups. The players interact in the Com@Viver
social network by liking or disliking posts and comment-
ing on these posts. As with many serious games, play-
ers may also interact to an SA [9] in the chat [6], which
allows them to reflect about the incident. In every ses-
sion, the player will witness a cyberbullying incident, pre-
sented by different scenarios [9], where one of the SA, the
aggressor, will make a public post targeting one or more
victims. Although these situations are fictional, they were
based on real stories and on language used by adoles-
cents’ discourse online [68]. It is the way players react to
cyberbullying incidents that counts for the final score in
each session. That is, when observing the incident, multi-
ple possibilities of reactions are allowed, both in the com-
ment section and the chat, and these responses directly
affect the player’s score, considering their negative or
prosocial nature [69].

Gamified tasks
The other component of the intervention is the reflec-
tion activities, which were created in order to help stu-
dents take conscious about their opinions/beliefs about
cyberbullying, from the beginning of the situation (i.e.,
motives) until the end of the episode (i.e., consequences
for the victims). These activities are like mini-quizzes,
where participants can give their opinion considering the
above mentioned, which allows us to understand how
adolescents would react to each cyberbullying incident.
In this investigation, we are going to analyze a task
related to MD and another related to empathy. Thus,
the gamified tasks begin by helping the student remem-
ber his/her intervention during the session of the game
Com@Viver (Appendix B, Figure B.1). With respect to
the MD task (Appendix B, Figure B.2 and B.3), the speci-
ficities of each cyberbullying incident and those involved
were conveyed. In this activity, a sentence appeared as
the participant responded to the previous sentence. The
content of all 17 sentences was based on interviews con-
ducted with adolescents regarding cyberbullying ficti-
tious scenarios (see Appendix A, Figure Al to A4) and
the respective content analysis based on the SCT [34].
These sentences (e.g., “I think Helder published the
post to joke around with Abel”) were related to all the
MD mechanisms, and reflected the specificities of each
cyberbullying situation (i.e., name of victim, story behind
the situation, etc.). MD was measured from 1 to 5 on all
items in the database. For example, 1 = “Totally disagree”
and 5 = “Totally agree’, thus participants had to assign a
value in order to give their opinion about that situation.
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This task was completed by participants at 4 different
moments, as was done with the empathy activity.

With respect to the Online empathy task (Appendix B,
Figure B.4 and B.5), the purpose was that the participant
could have the opportunity to support the victim. The
task is conveyed on a mobile phone from where the par-
ticipant could send a message (several or none) according
to what they were feeling with respect to that cyberbully-
ing case (e.g., “I understand what you must be feeling”).
Participants had to assign a value from 1 to 4 (a bit to a
lot), in order to give him/her opinion about that situa-
tion. Eight messages were available (Appendix B, Figure
B.4 and B.5) and represent cognitive empathy and emo-
tional empathy (including its subcomponents: feeling the
same, personal distress and empathic concern).

Considering tasks that try to induce behavioral change
through simulations, the transfer to reality of what par-
ticipants learn, sometimes is not obvious, but can be
achieved through debriefing [70], since it allows to reflect
on the in-game performance [71]. The gamified task
activities are much like serious games, in the sense that
participants choose their path along the way, however in
a simpler way, as the activities are more or less like mini-
quizzes. Nonetheless, like in serious games, these tasks
allowed us to collect data during play, which is processed
and stored during the task, providing material for both
in-game debriefing and end-of-game debriefing [72],
from session 2 to 4.

According to the description above, feedback for the
empathy gamified task was provided at the end of the
sessions (e.g., “It’s good to know that we are understood.
Thanks for your support’, Appendix B, Figure B9), and
the MD gamified task had feedback both at the end of the
activity (e.g., “I think Helder published the post to joke
around with Abel” “You answered totally disagree. It is
true because jokes should not hurt’, Appendix B, Figure
B3) and at the end of the sessions (e.g., “Take responsibil-
ity’, Appendix B, Figure B7), because the latter was longer
and therefore, we considered that two types of feedback
would improve its efficacy. For the final debriefing, a
time-oriented visualization was used (Appendix B, Fig-
ures B6 to B11) that puts the focus on the time of occur-
rence of the interactions by using a time line of events
[70]. This organizes information, according to the same
order of the activities, and players click along the timeline
to obtain information about the activities. By clicking,
the content of the interaction (i.e., their performance in
the specific activity) can be seen, and a feedback message
appears.

Both tasks were evaluated with the Item Response The-
ory (IRT) with the Winsteps software program by Lina-
cre [73] through Rasch analysis polytomous methodology
to confirm the unidimensionality of each resource and
to examine participants’ scores of MD in cyberbullying
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situations and online empathy. Participants’ scores were
estimated on a one-dimensional logit scale and evaluated
the properties of both tasks. An analysis was conducted
for each task and for all occasions.

All items were assessed to understand if they had exces-
sive infit and/or outfit mean square residuals. All items
showed infit/outfit scores lower than 1.5, as well as z sta-
tistic>2.00, as recommended in the literature [74] with
the exception of items 17 and 6 for MD throughout all
four sessions and item 7 for Online empathy in sessions 0
through 2 and item 5 in session 2. Nonetheless, the Item
Separation Reliability presented good scores through-
out all four sessions for MD (0.97) and Online empathy
(0.99, 0.98, 0.98 and 0.98, respectively), as well as rea-
sonable scores for Person Separation Reliability (PSR)
(MD: 0.86 in all sessions; Online empathy: 0.77, 0.72,
0.75 and 0.73, with non-extreme person values, respec-
tively), as indicated in the literature [75]. We considered
other reliability indicators from the Rasch measures such
as the Cronbach’s alpha, which revealed good scores for
the MD task (a = 0.91, consistently) and for the Online
empathy task (a = 0.80, consistently) in all sessions. The
scores indicated good internal consistency [76] although
the PSR revealed some difficulty on the participants’
behalf. The distribution revealed a reasonable range of
difficulty for the MD task (—1.59 <Di< 1.09 consistently
throughout all four sessions) and for the Online empathy
task (—0.63 <Di< 0.85; —0.64 <Di< 0.79; —0.74 <Di< 0.78;
—0.63 <Di< 0.84, respectively).

Procedure

For this study, authorization was requested and granted
by the Ministry of Education of Portugal, the Portuguese
National Commission of Data Protection, the Deontology
Committee of the Faculty of Psychology of the University
of Lisbon, schools’ boards of directors, teachers, parents,
and adolescent participants. Participants completed the
gamified tasks in a classroom context with computers
with Internet access in their own schools, accompanied
by researchers of this study. Before performing the tasks,
all students were informed that their participation was
confidential, anonymous and that they could quit at any
time they wanted to. Moreover, they were informed that
they could have psychological support (i.e., with a pro-
fessional psychologist) if they needed to talk to someone
during or after participating. All students questioned
chose to participate in the study.

Data Analysis

Process Data. Responses from the participants in the
MD task were used, where they revealed their level of
MD regarding the cyberbullying situations throughout
the sessions as our process data. Then, all item responses
were aggregated by the dimension of MD, as indicated by
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Item Response Theory. The aggregation was done by day
to obtain a mean score for the group of individuals of MD
for each day of the training.

Multilevel Linear Modeling (IBM, SPSS, 22.0) was per-
formed for repeated measures designs to measure the dif-
ferences in MD within and between individuals. For the
analysis, a sample size of 832 response entries (4 response
entries per participant) was used for MD at level 1 and of
208 participants at level 2. Participants’ responses were
measured on four occasions.

MD was the dependent variable, whereas time and
empathy were considered the predictors. Data was struc-
tured at the within-person in time level (level 1) and the
between person level (level 2). We used Restricted Maxi-
mum Likelihood estimation for all analyses, since it is a
technique which enables unbiased estimation of the vari-
ance components with smaller samples [77]. The vari-
ables were introduced in SPSS in three steps to test any
interaction effects.

In a first step, an intercept-only model was computed
to determine the variability present in MD at each level
[78]. In a second step, we proposed to define the shape
of the growth trajectory. A model including a linear time
variable only and another with orthogonal polynomials
was tested, which did not yield any significant results in
explaining individual growth in MD. The model with lin-
ear time and a quadratic time variable yielded significant
results. Hence, the quadratic trend [78] was chosen. In a
third step, to understand whether empathy was related
to different growth patterns of MD, differences in devel-
opment within and between individuals were studied.
Specifically, the purpose was to understand if there were
differences within the same individuals and between dif-
ferent individuals with regards MD over time consider-
ing empathy levels. To understand if these differences
existed over time, the level 1 model with time specified as
both linear and quadratic to describe individuals’ growth
over time were combined, assuming the intercept varied
between subjects and that the time slope was randomly
varying [78]. Presenting a parsimonious model was the
focus here.

The improvement of the models over the previous one
was assessed with the corresponding likelihood ratios.
The difference in likelihood approximates is in accor-
dance with the chi-square distribution (i.e., change in
degrees of freedom between models by subtracting the
number of new parameters added to the model from the
parameters of the previous model). Therefore, the differ-
ences in the deviances (by subtraction) are reported as
evidence that the model with the covariates fits the data
better than the model with the intercept and time, as well
as the intercept-only model.



Mateus Francisco et al. BMC Psychology (2024) 12:168 Page 8 of 15

Table 1 Descriptive statistics and correlations of variables for multilevel analysis

Variables Correlations Level 1 (N=832) Level 2 (N=208)
1 2 0 1 2 3

1. Empathy -0.36"* 1.45(1.00) 1.41(0.99) 1.25(0.96) 1.10(0.93) 1.31(0.98)

2. Moral Disengagement —-0.36** 1.86(0.63) 1.85(0.72) 1.79(0.71) 1.96(78) 1.86(0.71)

Note.’p<0.10;'p<0.05; “p <0.01. Day-level correlations are below the diagonal (N=832). Person-level correlations are above the diagonal (N=208). The Level 1 means
and standard deviations are reported according to the time variable (from 0 to 3). Level 2 is reported on the right as the total mean (and standard deviation) of the

participants

Table 2 Fixed and random effects parameter estimates for models
predicting moral disengagement

Parameters Moral
Disengagement
Intercept- Intercept+Time With
only Predictors
Fixed Effects
Intercept 1.86%%(0.04) 1.88%*(0.04) 2.08**(0.07)
Time -0.13%*(0.05) -
0.27*%(0.08)
Quadratic Time 0.05**(0.01) 0.09%*(0.02)
Empathy -
0.13**%(0.03)
Empathy*Time 0.09'(0.05)
Empathy*Quadratic -0.03*(0.01)
Time
Random Effects
Repeated measures 0.22**(0.01)  0.21**(0.01) 0.18**(0.01)
Intercept 0.29*%(0.03) 0.29*%(0.03) 0.23*%(0.03)
Time 0.01(0.00)
Quadratic Time 0.00(0.00)
Deviance 1420.19 1421.07 1400.58
AIC 1424.19 1425.07 1408.58
BIC 1433.52 1434.40 1427.22

Note: Standard errors are in brackets. {p<0.10;"p<0.05; “p<0.01

Results
Firstly, means, standard deviations and correlations of
each variable were computed (Table 1).

In the null model (Table 2), at level 1, the estimates
for variability in the average individual's MD was 0.22
around his/her own true growth trajectory [79]. At level
2, the variance was 0.29 (Wald Z=8.38, p<0.001), which
suggests there was sufficient variation in intercepts across
individuals. The proportion of variance in MD within
individuals was 43.4% and between individuals was 56.6%
in this model. Hence, there was change in adolescents’
MD over time.

Model two focused on defining the shape of adoles-
cents’ growth trajectory and on defining whether the
intercept and slopes varied across individuals. From the
fixed effects (level 1), both linear (f = —0.135; p<0.05)
and quadratic ($=0.05; p<0.01) polynomials revealed
to be significant in explaining adolescents’ growth in
MD, suggesting that both should be used in the follow-
ing analyses. These results provided evidence that adoles-
cents’ own change in MD was quadratic throughout time.

From the results at level 2, which determined whether
time-related slopes were randomly varying across indi-
viduals, we concluded that the proportion of variance in
MD was 43% within individuals and 57% between indi-
viduals in this model.

In model three, adolescents’ empathy and the rela-
tionship with their MD were examined. The intercept
(5=2.086; p<0.001) in this model was the MD true grand
mean for individuals who revealed less empathy. Also,
adolescents’ empathy was significantly related to their
MD (p<0.001). The coefficient for empathy (8 = —0.136)
revealed that adolescents with greater empathy had an
estimated MD grand mean of (5=1.95), which was lower
than the intercept of students with lower empathy, thus,
suggesting that those with greater empathy revealed
lower MD overall. This shows that adolescents’ empathy
was related with their average MD. Differences within
and between individuals’ growth rates in MD related to
empathy were also examined. Model three revealed no
significant differences between individuals in adoles-
cents’ MD growth rates related to empathy. However,
there were significant differences within individuals in
adolescents’ growth rates of MD regarding empathy (8
= —0.034; p<0.05). This suggests that over time, adoles-
cents with greater empathy revealed lower MD within
their own growth rate.

The model with the covariates revealed an improve-
ment over the intercept-only model and the inter-
cept+time model (MD: A deviance=19.61, df=2, p<0.01;
A deviance=20.49, df=5, p<0.01).

Discussion
This study investigated how MD and empathy could be
related, longitudinally in cyberbullying events. Accord-
ingly, MD changed over time, and a relationship between
empathy and MD in adolescents’ responses to the gami-
fied activities was identified. Specifically, adolescents
with greater empathy revealed lower MD overall.
Considering the type of data presented in this study, it
is important to highlight that bystanders’ emotional and
moral involvement with cyberbullying needs to be con-
textualized [16], and therefore, data presented will be
more accurate with this type of objective data task, as
opposed to using questionnaires. In terms of the empathy
activity, it reflects diverse behavior and content (e.g., send
a message or not to the victim and the type of message
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selected), which seems more accurate to measure empa-
thy in terms of action, and not only intention. Specific
results will be discussed, according to the order of the
research questions.

This study found that not only was there a change in
MD over time, but this change is quadratic. We may
hypothesize that this quadratic trend may be due to the
specificities of each cyberbullying incident. That is, con-
text is central in the selectivity of MD, as the assessment
of the situation guides subsequent behavior [80]. Thus,
the different characteristics of the situation, along with
the different sex of the aggressor and the victim from the
hypothetical cyberbullying scenarios,might explain this
trend.

For example, the lowest score on MD (1.79) was
observed in the third scenario, and the highest score
(1.96) was recorded in the fourth scenario. With respect
to the properties of the incident, the content of the third
case (“I thought you were gay Samuel! After all, you fell
in love with the biggest waste of oxygen out there”) is
related to insults and some sort of making fun, or may
be considered verbal violence, which are two of the most
common cyberbullying acts [57, 81]. Considering the
high frequency of these acts, adolescents generally tend
to believe that it is very common and less serious [82],
and probably they do not feel the need to engage in MD
mechanisms as much. However, the fourth case (“Abel, I
haven't forgotten what you said of Tatiana. I have already
told you! I'm gone share that photo of you with Patricia!”)
is a threat related to outing or disclosing someone’s per-
sonal information which is less common [57, 81], and it
has a greater impact on victims. Thus, it could be consid-
ered more serious [82]. In this type of cyberbullying acts,
it is expected that MD mechanisms come into play, con-
sidering the seriousness of the situation and the fact that
it might raise more feelings of guilt, for example, for not
intervening.

Usually, when incidents are perceived as more serious,
bystanders are more willing to help the victims [17, 83],
and this would also decrease the tendency to blame the
victim [83], which is one of the moral mechanisms used
to explain bystanders aggressive behavior towards the
victim [2]. Thus, we might argue that the fourth scenario
is the one which could lead to less victim blaming, con-
sidering that it seems to be more severe [83] than the
third scenario, and consequently, it would imply less MD
scores. Nonetheless, the use of MD is higher. This would
not be expected considering Bastiaensens et al. [17],
however, we believe that the reason is related to the fact
that the aggressor belongs to the ingroup, and therefore,
bystanders would act differently towards the victim. In
this case, the fact that the aggressor is from the ingroup
might mediate the use of MD mechanisms. This may be
possible because attitudes of prejudice and behavior of
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discrimination are generally against members of the out-
group [84], therefore what members of the ingroup do is
more acceptable.

Therefore, the discrepancy referred before might be
explained by group belonging [84, 85], because we have
the tendency to classify groups according to our belong-
ing, thus, we can consider as “we” (ingroups) and as
“they” (outgroups) [84]. For example, in case 3, the vic-
tim belonged to the players’ ingroup and the aggressor
belonged to the players’ outgroup; and in case 4, the vic-
tim belonged to the players’ outgroup and the aggres-
sor to the players’ ingroup [7]. That is, when the victim
belonged to the ingroup (3rd scenario), participants
might have felt more responsible to protect him/her, and
therefore, would use less MD mechanisms in this situa-
tion. This might also be related to participants feeling
more empathy and intention to help the victim when he
or she was from the ingroup [85]. Also, although the tasks
from this study were based on a serious game, a paral-
lel of feelings similar to friendship might have arisen,
which could also explain these results, as friends tend to
help each other [41]. Furthermore, empathizing with the
victim is the driving force for individuals to want to help
and support the victim [41], which consequently would
decrease their use of MD mechanisms.

When the victim is from the outgroup (4th scenario),
participants would probably feel less responsible for
his/her wellbeing [7]. Also, these results are in line with
previous qualitative research that found that not know-
ing the victim is one of the main reasons to not taking
action in cyberbullying situations, and in some way, it
can be considered a sort of displacement of responsibility
[4]. Thus, having this in mind, participants would prob-
ably use more MD mechanisms in order to decrease their
guilt and shame, for not taking responsibility in a situa-
tion, when otherwise they would act prosocially.

Considering the aggressor of both scenarios, in the
third scenario, the aggressor is from the outgroup, which
would make participants judge more, whereas when the
aggressor belongs to the ingroup (4th scenario), players
might assess the situation as being less serious [7], there-
fore, this would increase their use of MD mechanisms.
These results seem to agree with previous research that
found that when there is a friendship between bystander
and aggressor, bystanders will tend to be passive, or join
in on the aggressive behavior [86], and because of that
they would probably use more MD mechanisms.

When comparing the third and fourth scenarios, it can
also be observed that the sex of the aggressor is not the
same. In the third, the aggressor is a girl, while in the
fourth the aggressor is a boy. Considering that boys are
more likely to cyberbully others [87], the fact that in the
third scenario the aggressor is a girl might lead partici-
pants to not take that situation as serious as the fourth
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scenario, perhaps because aggressive behavior would not
have been expected from a girl, and the situation would
not have been evaluated as a cyberbullying event.

Considering the first and second scenarios, which had
almost the same MD mean, it can be argued that in this
case, the ingroup and outgroup perspective might not
explain the results. In the first case, both aggressor and
victim are from the outgroup, and in the second case,
both are from the ingroup. While being from the out-
group might lead to a decrease in the use of MD mecha-
nisms, this is not the case with lower mean. The relatively
high mean might be explained by the type of aggression.
In this case, (“Tatiana you moron! You're ugly and fat!
Don't even think that youre going to the trip! LOL!”),
several types of aggression can be considered, such as,
insults, making fun, sharing images without authoriza-
tion [81] and social exclusion. Despite both being from
the outgroup, which generally leads to a lesser use of MD
mechanisms [7], the fact that this cyberbullying incident
includes sharing images that is considered as being the
most hurtful [88], and less frequent [81] which might
lead to a higher use of these mechanisms.

Concerning the relation between empathy and MD,
which was our third research question, it is not surpris-
ing to see that both are related, as these results corrobo-
rate the findings from Haddock and Jimerson [89], who
found that adolescents involved in bullying scored higher
in MD and tended to score lower in empathy. Also,
Bussey et al., [90] found that the relationship between
MD and aggression was moderated by empathic con-
cern and perspective-taking. Thus, this may explain why
higher levels of empathy were related to lower levels of
MD in bystanders.

According to Van Cleemput et al. [4], lower levels of
empathy were observed in adolescents who participated
in cyberbullying situations. Thus, this might explain our
results, as bystanders with diminished empathic skills
could potentially exhibit higher MD scores, given that
MD is identified as one of the factors contributing to an
increased likelihood of aggressive behavior [91]. That is,
both trait levels of empathy, as well as situation-specific
empathy for those involved appear to predict bystander
behavior, indicating that the reactions bystanders dem-
onstrate can also be influenced by situational factors that
are related to cyberbullying incidents, per se [92]. In this
study, the serious game Com@Viver provided us with a
context to analyze this variable, as it included four differ-
ent cyberbullying cases (Appendix A, Figures A.1 to A.4),
with distinct characteristics and participants [6, 7].

Finally, concerning the fourth and fifth research ques-
tions, adolescents with greater empathy revealed lower
MD overall, and particularly adolescents with greater
empathy revealed lower MD within their own growth rate
over time. To our knowledge no studies have analyzed
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how MD evolves throughout time, and in relation to
empathy, considering the specificities of the online and
cyberbullying contexts, with respect to bystanders’ inter-
vention. In fact, as discussed previously, Falla et al [64]
considered that the increase of MD mechanisms would
be related to lower levels of affective and cognitive empa-
thy, with respect to bullying perpetration. For example,
they found that cognitive restructuring and distortion of
consequences, mediated the relationship between bully-
ing and affective empathy. The latter also mediated cogni-
tive empathy. Despite these results from previous studies
referring to bullying, our research complements these
findings considering that the more use of MD mecha-
nisms seem to be related to less empathy scores through-
out time. However, empathy online and MD through
technology were investigated as longitudinal predictors
of cybervictimization and cyberperpetration by Marin-
Lopez et al. [46], and a higher level of MD was found to
be related to a higher level of online empathy, which was
unanticipated. These results contradict ours, nonetheless,
our results refer to bystanders; and therefore, there may
be differences according to the role that is displayed in the
cyberbullying cycle. Moreover, further research is needed
in order to clarify the relationship between empathy in
virtual contexts and MD with respect to cyberbullying.
In fact, Nasaescu et al. [93] found that dehumanization
and attribution of blame predicted stability of the high
bullying victimization pattern over time. This highlights
the need to work on MD over time, considering not only
victims, but the fact that there are overlapping roles, as
discussed before. Furthermore, our study showed that it
is possible to develop empathy through the use of serious
games, as Ferreira et al. [6] concluded, as well as through
the use of gamified tasks. Furthermore, this study con-
tributes to the literature in the sense that it integrates the
awareness of the use of MD mechanisms through this
recent technologic approach, in order to improve proso-
cial behavior online.

With respect to interventions that include MD compo-
nents, some authors have found promising results. For
example, Cross et al. [94] found that the Cyber Friendly
Schools Program was associated with a significantly
higher decline in the probability of involvement in cyber-
victimization and cyberperpetration from pre to the first
post-test. Despite not being particularly described in the
intervention, MD is referred to as one of the risk factors
integrated into the social-ecological framework of the
program [94, 95].

Moreover, Barkoukis et al. [96] found that the inter-
vention group had significantly lower scores in MD, than
students in the control group, however, empathy levels
and other social cognitive variables were not statistically
significant. Furthermore, the Bullying Literature Proj-
ect, including targeted lessons to discourage MD, was
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successful in decreasing children’s MD mechanisms, as
well as their reported victimization [97]. Results from
these investigations and our own results highlight the
need to further investigate the relationship between MD
and empathy, both specifically in cyberbullying situations
and how these relatively new constructs may be inte-
grated and managed in anti-cyberbullying intervention.

Limitations and future directions

This study is not without limitations, and some impor-
tant suggestions can be addressed in future research.
One important limitation is the fact that a convenience
sample was used, and a relatively small sample size was
utilized; therefore, results should be considered with cau-
tion. Further studies could include greater sample sizes
from diverse countries.

Considering the design, for technical reasons, the
OPT2BGood program included the four sessions of the
serious game Com@Viver, and after these sessions, the
four gamified tasks occurred. With this type of struc-
ture, when participants were called to reflect about the
game sessions, their performance in the game along with
their recollections of their cyberbullying scenario may
not be fully accurate. In order to narrow this gap, at the
beginning of each reflection session, participants were
reminded of their performance in key parts of the game,
as well as the cyberbullying event. Nonetheless, in future
studies, the implementation of the OPT2BGood program
should be modified and following each game session. In
other words, each session should correspond to its gami-
fied task.

Moreover, despite the study design being longitudinal
as it included 4 time periods, it is important to high-
light that the four sessions have only one week of inter-
val between them. Therefore, in future investigations it
would be important to test a longitudinal design with a
greater time difference between sessions.

Furthermore, research has shown that the lack of sig-
nificant results regarding long-term effectiveness of anti-
bullying and anti-cyberbullying programs, highlights the
importance of maintaining these programs [11]. This may
be achieved by designing follow-up sessions, where par-
ticipants could be reminded of the ICT specificities that
facilitate cyberbullying, the consequences for victims,
along with the need to control the automatism of psycho-
logical mechanisms, such as MD mechanisms. Further-
more, the design of this investigation did not allow us
to see if the changes in MD, would translate into behav-
ioral changes of participants [98], if they witnessed real
cyberbullying events. Therefore, it would be interesting
to evaluate the intentions to help, considering that the
intentions are the best predictor of action [99], and that
empathy increases the strength of the intentions to help
[100].
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In addition, the use of different MD mechanisms may
have a socio-cultural foundation [64], therefore results
must be carefully considered, and further studies should
be conducted with different countries, in order to com-
pare results.

Lastly, neither the sex of those involved in the cyber-
bullying situations, nor the ingroup and outgroup, were
controlled for in the statistical analysis in this study.
However, we attempted to counterbalance these features
when designing the scenarios. Nonetheless, it would be
important to understand if by controlling these variables
the results would vary. Hence, future research could
focus on controlling these variables in longitudinal analy-
ses. Despite the fact that the results from the participants
who played the serious games and the gamified tasks
(experimental group) were the only ones analyzed in this
study, it would be important in future studies to compare
their results with a control group, in order to understand
if the changes would also occur in this group or if the
trends presented in this study would be different.

Theoretical pertinence and implications for practice

This work brought an important contribution, as it ana-
lyzed the role between MD and empathy, in digital gami-
fied tasks about a serious game. As suggested in the
literature [5], a MD activity tailored to cyberbullying situ-
ations was used in this study, as several authors argue that
it is necessary for interventions, since it might provide
stronger effects [96]. Moreover, the activities analyzed
here are an important part of interventions pertaining to
serious games, as they alone allow both in-game debrief-
ing, as well as end-of-game debriefing, which in turn, will
impact simulation into a real contribution to people’s
lives [72]. Our theoretical framework is detailed and well
established, as some authors consider extremely impor-
tant for both school-based prevention and intervention
cyberbullying programs [101]. Lastly, our investigation
demonstrates that improving moral values and empathy,
may also be used to help bystanders act more prosocially,
and are not specific elements for cyberbullies [37].

Conclusion

The innovation of this study lies in how a gamified task
about MD, tailored to cyberbullying scenarios, could
serve as a mean for intervention, considering that it was
based on participants’ perspectives about the phenom-
enon and the power that debriefing might have in these
types of activities [72]. Ultimately, as recommended in
the literature, these digital activities provide students
a safe environment, where they could reflect about the
cyberbullying incidents [9] they witnessed when play-
ing the serious game Com@Viver [6, 7], as well as the
choices they made, about how to deal with those inci-
dents. Moreover, the gamified tasks allowed participants,
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to experience the consequences of being prosocial, since
they receive a message from the victim, thanking them
for their support. Thus, by receiving this type of social
reward, the cognitive costs of feeling empathy, might
decrease [49], which could lead to higher feelings of
empathy, and consequently, lower levels of MD. Finally,
we examined how with these gamified tasks, participants
may be able get a deeper understanding of how much
their support can be important in real life situations, how
they can act prosocially, and how they can have a positive
impact by setting the example in their peer group.
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